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Abstract

In the last decade,the Web has becomea primary sourceof information for many
people. Due to its easeand ubiquity, many people rst look up pageson the Web when-
ever they needto look up certain information. The popularity of the Web, however, has
brought many interesting challenges. In particular, the ever-expandingsize of the Web
makesit increasingly di cult to discover, store, organize and retrieve the information
on the Web to help usersto identify what they are looking for. In this paper, we will
briey go over some of the new challengesin this context and describe our researt
e orts to addressthem.

1 Intro duction

In the last decade, we have witnessed a tremendous proliferation of information on the
World-Wide Web [15, 16]. The World-Wide Web was initially dewveloped to help scierists
exchangetheir new results and ndings quickly, but after a decadeof exponertial growth,
it is now being usedby millions of world-wide userson a daily basis[3]. As its successand
proliferation indicate, the plentiful information of the World-Wide Web is useful for many
people. Usersaccesghe Web for a variety of purposes,sometimesfor casualbrowsing on a
generaltopic, and sometimesfor focusedreseart on a particular problem.

The very successof the Web, however, has also intro duced many new challengesthat
needto be addressed:

Information overload: The successf the Web is partly due to its easeof publication.
Any user can publish any information on the Web at any time. This easehas led
to the exponertial growth of the Web in the last decade,which has simultaneously
brought the problem of \information overload." For many topics, there simply aretoo
many Web pagesthat are potentially relevant, sothe userswaste signi cant time and
e orts reading irrelevant pages. For example, when we issuedthe query \database"
to Google, one of the major seard engines,it returned 46 million Web pagesas
potentially relevant to the topic. Given the limited time that a user has, the user
cannot read all 46 million pages. How can the user identify which page will answer
the particular question that the user has? Given the projected growth rate of the
Web, this problem will certainly get worse over time.



Information transience: Information onthe Internet is inherently ephemeral. It is dis-
tributed over millions of serersthat are administered by a multitude of organizations.
New information is constartly being posted on a sener, and existing information is
cortinuously being updated, or even deleted, at an administrator's whim, regardless
of how important the information is. This transienceof information often causedrus-
tration to many users, since some of the information that they like and frequertly

accesgnay suddenly disappear. Oncethe information disappears,usershave to waste
signi cant time and e orts looking for similar information from other sourceson the

Web, or it may be even impossibleto accesssuch information any more. There is no
guarartee that a particular information will be available for later access.

Information bias As the Web becomesthe primary source information for many
people, it starts to introduce a signi cant bias on people's perception. Since some
typesof information has more presenceon the Web than others, they are discovered
and looked at by many peoplefrom the Web and introduce a signi cant in uence on
how people perceiwe the world. For example, when we issuedthe query \Jaguar" to
Google the top result was a page on a new version of Mac operation system. Also,
the top-10 results were all about either the Mac operating system or Jaguar the car.
Doesit meanthat the original meaning of Jaguar the cat doesnot have any relevance
in the current society?

Similarly, a large part of the Web s not currently indexed by major seart enginesdue
to their technological limitations. This part of the Web is often called the \Hidden
Web" becausemany usersrely on seard enginesto accessWeb pages,so when the
pagesare not returned from seart engines,they are essetially \hidden" or \inacces-
sible” to theseusers. Ho much bias is being intro duced becauseof the inaccessibility
of the Hidden Web? Is there a way to reducethis bias?

In our researt group, we are conducting various researd projects that addresssome
of the above challenges. In the following two sections,we describe our WebArchive project
and the Hidden-Web project in more detail.

2 Arc hiving the Web

In order to alleviate the information transience problem, our WebArchive project tries to
build a systemthat can store and archive the history and ewlution of the Web: tracking
the changesof the Web, storing multiple versionsof Web documerts in a conciseway, and
providing the archived information to usersthrough an intuitiv e interface. An e ective
archive system can signi cantly benet multiple disciplinesin the following ways:

Archive of Human Knowledge: As the Web becomesamore popular and widespread,an
increasing number of peoplerely on the Web as their primary sourceof information.
Also, a signi cant amount of information is available only on the Web in digital form.
Therefore, onceinformation disappearsfrom the Web, someof the information may be
permanertly lost. Unlesswe archive the constartly changing Web over a long period
of time, we may loseinformation that hastaken decadesto discover.



Web Resarch Testled: Constant changesof Web documens posemany challengesto
Web cades, Web crawlers and network routers. Becausea Web cade or Web crawler
does not know when or how often a Web page changes,it hasto download and/or
cacthe the samepagemultiple times, evenif the pagehasnot changed. A large body of
researty has beenconductedto addressthis challengeand innovative new algorithms
and protocols have been developed. Due to the lack of Web change data, however,
it hasbeendicult to validate the algorithms in practice. A certral archive of Web
history will provide valuable Web change data and will work as a researt testbed
where researtiers can develop and validate new ideas.

Study of Knowledge Evolution: New topics and/or genresgrow in popularity and
suddenlyattract interest from alarge number of people. Yet we often don't understand
exactly when the topics started or how they becamesuddenly popular. For example,
the Linux project becamehugely popular over the last decade.Why hasit becomeso
popular? How did the community start? How did peoplediscover the project?

While answering these questionsis not easy we may get a better understanding by
analyzing the history of Web documens. For instance, if we wanted to study the
ewolution of the Linux project, we could go badk to the Web 10 yearsago and study
what pageswere mertioning \Lin ux" at that time, how the pageswerelinked to eat
other, and in what sequencethey were created. This analysis might reveal how the
community deweloped over time.

In order to build an e ectiv e Web archive system, we are trying to addressthe following
challengesthat arise from the distributed nature of the Web:

IndependentChange: The information sourceson the Internet are updated autonomously
and constartly. Sincethere exist many more changed pagesthan an archive system
can download, the system should \guess" how much and how often the pagesare
updated, and intelligently decidewhich updated pagesto download. Unlessit usesits
limited download and storage resourcese cien tly, it may missimportant changesof
pages.

Sale of Data: A Webarchive systemmust download and store an enormousamourt of
data. Textual data on the Web is estimated to be more than 30 terabytes [5, 15, 16],
and is constartly being updated [12, 4, 10, 8]. In order to handle the sheerscale
of data, the archive system has to employ novel technigues to store, organize and
compressthe Web history data.

Intuitive Access: The archive system must be intuitiv e for usersto seard, browse,
and analyze. In addition, it should be able to handle diversequeriesthat usersmay
pose. For example,a usermay simply want to browsemultiple versionsof a particular
Web page, or the user may want to posea complex query, such as\What are the 10
topics whosepopularity (measuredin the number of pagesmertioning the topic) has
increasedmost rapidly in the last six months?" In order to handle these queries, the
system must employ novel indexing and query processingtechniques.



Our project tries to addresssome of the major technical challengesto building an ef-
fective Web archive system| a fully scalableand easy-to-usesystemthat can handle the
dynamic Web. To attain this goal, we are currently investigating the following three main
researd issues.

1. Ecient Change Detection: We are designing e cien t change detection and down-
load algorithms that can identify the change characteristics of Web pages. The new
algorithms will e cien tly uselimited download resources,minimizing the loss of in-
formation.

2. Ecient Storage: We are deweloping e ectiv e ways to store and organize the Web
history data e cien tly and compactly. Multiple versionsof the sameWeb page have
tremendouspotential for e cien t storageand compressionbecausechangesto a Web
page are often minor.

3. E e ctive Access: We are developing appropriate index structures and query processing
techniqueson the Web history data, sothat userscan intuitiv ely expresstheir queries
and the systemcan handle the queriese cien tly.

As part of the project we are currently building a Web archive prototype; it will store
a monthly change history of Web pagesrelated to computer science. While this is a rela-
tively small subsetof the whole Web, this prototype will work as a proof-of-conceptof the
various techniques that we will develop. This prototype will also provide a valuable real
history dataset that researters can test and verify their ideaswith. We believe a success-
ful completion of this researd will provide both invaluable real Web history data and the
technologiesthat can be usefulin managing and archiving any ewlving textual database.

3 Surfacing the Hidden Web

An ewer-increasing amount of information on the Web is available only through seard
interfaces. That is, usershave to type a set of keywords, or queries into a seard interface
in order to accessWeb pagesfrom certain Web sites: The sites do not provide any static
links to their pages. BecauseWeb crawlers! simply follow links on the Web to discover
pages,searh enginescannot download these pages,often referred to asthe Hidden Web or
Deep Web [2, 7].

Figure 1 shows an example of the processthat a typical user goesthrough to access
pagesin the Hidden Web. For ewvery site that the useris interested in, shetypesa list of
keywords to its seard interface (an exampleshown in Figure 1(a)), the site returns a list of
potentially relevant pages(Figure 1(b)), and the userclicks on someof the links to retrieve
the actual pages(Figure 1(c))

Sincethe majority of Web usersrely on traditional seard enginesto discover and access
information on the Web, the Hidden Web is practically inaccessibleto most users and
\hidden" from them. When the pagesare not returned from major seart engines,users
simply give up and ignorethosepages. Evenif usersare aware of a certain part of the Hidden

1A Web crawler is a program that downloads Web pagesfor sear engines



(a) The seard interface of PubMed.

(b) List of matching pagesfor query
\liv er". (c) The rst matching pagefor \liv er".

Figure 1: Pagesfrom the PubMed Web site.
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Figure 2: The metasearding process

Web, they needto gothrough the painful processof issuingqueriesto all potentially relevant
siteswith Hidden-Web contents and investigating the results manually. On the other hand,
the information in the Hidden Web is estimated to be signi cantly larger and of higher
quality than the \Surface Web" indexed by seard engines[2].

In our researd group, we are conducting two researd projects to make the Hidden Web
easyto accessby averageusers: 1) Hidden-Web metasearcher and 2) Hidden-Web crawler
projects. In the following subsections,we brie y describe thesetwo projects.

3.1 Hidden-W eb metasearc her

The goal of this project is to build a metasarcher or a mediator that automatically selects
the most relevant Hidden-Web sitesto a user's query, sothat the userscan simply cometo
our metaseartier and get accesgo most of the relevant Hidden-Web data without knowing
individual sites [1, 6, 14, 13, 17, 18, 19, 20]. Given a user's query (e.g. \breast cancer"
as shown in Figure 2), the metasearher determines which sites are the most likely to be
relevant, directs the user's query to those sites and collects the seard results badk to the

user. Given this scenario, an e ective metaseartier needsto accomplish two challenging
tasks:



Figure 3: A formal model of the Hidden-Web crawling problem

1. Basedon the user's query, the metasearder has to identify a few sites that are the
most relevant, sothat it can direct the query to those sites (the arrows labelled 1 in
Figure 2). This task is often referredto asdatalaseseletion or datatasediscovery. In
Figure 2, the metasearter directs the query \breast cancer" to two sites: \PubMed"
and \MEDLINEplus. 2"

2. The metasearder gathers the query results from the selectedsites, and selectively
preseris the results from multiple sourcesto the user (The arrows labelled 2 in
Figure 2). This task is also known as result merging or result fusion.

Sofar our resear® group has mainly focusedon the databaseselectionproblem and we
plan to investigate the result fusion problem in the future. We believe that the succesof
this researt can signi cantly simplify people'sinformation seard on the Hidden Web, as
much asinternet seart enginessimpli ed the seard on the Surface Web.

3.2 Hidden-W eb crawler

Another approacd that we are taking is to build a Hidden-Web crawler that can download
pagesfrom the Hidden-Web sites automatically, so that we can use well-known indexing
technologiesto identify the set of pagesrelevant to a user query.

Since pagesin the Hidden Web may be generated dynamically when the user issues
a query, the main challenge of a Hidden-Web crawler is how it can discover pagesin the
Hidden-Web sites. That is, there exist no static links to Hidden Web pages,so the crawler
hasto automatically generateand issuequeriesin order to discover such pages. Automatic
guery generationis clearly hard, becausethe crawler doesnot understand the semarics of
a query interface.

Note that a Hidden-Web crawler often has limited time and network resources. Thus,
a crawler has to carefully select and issue keyword queries, so that it can download the
maximum number of pagesusing minimum resources.If it issuescompletely random queries
that do not return any matching pages,it may waste all of its resourcessimply issuing
guerieswithout retrieving actual pages. Theoretically, this query-selectionproblem can be
formalized as a minimum-cover problemin a graph [9]. That is, we assumethat a crawler
downloads pagesfrom a Web site that has a set of pagesS (the rectanglein Figure 3). We
represen eadh Web pagein S asa vertex in a graph (dots in Figure 3). We alsorepresert

2http://www.nIm.nih.gov/medIinepIus/



ead potential query g that the crawler can issueas a hyperedgein the graph (circles in
Figure 3). A hyperedgeq connectsall the vertices (pages) that are returned when the
crawler issuesq to the site. Each hyperedgeis also assa@iated with a weight that represerts
the cost of issuing the query.2 Under this formalization, our problem is to selectthe set
of hyperedges(queries) that cover the maximum number of vertices (Web pages)with the
minimum total weight (cost).

There are two main di culties in this formalization. First, a Hidden-Web crawler does
not know which Web pageswill be returned for a query, so the hyperedgesof the graph
are unknown. Without knowing the hyperedges,the crawler cannot selectthem. Second,
the minimum-cover problem is known to be NP-hard [11], soit is not known whether there
exists an e cien t algorithm to solve the problem optimally.

We are currently investigating various ideasto addressthe above issues.Our main ideais
to predict how many pageswill be returned for a future query g by analyzing the pagesthat

appearsmore often than the keyword \violin” in the pagesreturned from previous queries,
we may expect that the site may return more pagesif we issuethe query \medicine" than
\violin."  Although our prediction may not be completely accurate, we believe that this
approac provide enough cluesthat the crawler will be able to selectsigni cantly better
gueries.

We recertly conducted a preliminary experimert on a real Web site of 40,000 Web
pages,and the result was very promising. When we useda relatively straightforward query
selectionalgorithm, we were able to download 95% of the site after issuing fewer than 100
queries. We will cortinue our study both experimentally and theoretically.

4 Conclusion

In this paper, we briey went over exciting challengesthat the Web has brought us today.
We also described our researt projects that try to addresssomeof these challenges. Our
WebArchive project is developing essetial technologiesto archive the history of the Web,
so that we can still accessimportant information even after it disappearsfrom the Web.
The technologiesthat we develop can be usedto archive any type of textual databases,and
the pagesthat we archive will provide a valuable dataset that researters can investigate.
In our Hidden-Web project, we are dewveloping an e ectiv e metasearding framework that
can provide a single accesspoint for Hidden-Web information. We are also developing a
novel Hidden-Web crawler that can download pagesfrom the Hidden Web automatically
without userinput.

The proliferation of information on the Web has clearly enabled an average personto
accessan enormousamourt of information that was not possiblea decadeago. We believe
that the successf our researd projects will make the Web even closerto becomethe ideal
information source, where any user can accessany information at any time through an
intuitiv e interface.

3The cost of a query consists of three factors: 1) the cost of issuing the query to the site, 2) the cost of
retrieving the answer that contains the list of matching pagesand 3) the cost of actually downloading the
matching pages.
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